Chapter 31
Cryptography And Network Security




Objective

= Confidentiality, integrity, and availability

- confidentiality is threatened by attacks such as snooping and
traffic analysis.

- how integrity is threatened by attacks such as modification,
masquerading, replaying, and repudiation.

- one attack that threatens availability, denial of service.

= Cryptography and Steganography



Introduction

*

= Let us first discuss three security goals:
confidentiality, integrity, and availability.

* To be secured, information needs to be hidden
from unauthorized access — confidentiality.

* Protected from unauthorized change — integrity.

= Available to an authorized entity when it is needed
- availability.
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Attacks

Our three goals of security, confidentiality, integrity,
and availability, can be threatened by security

attacks.
Security Attacks |
Snooping | Modification | Dszrrlﬁigf
Traffic .
. Masqueradin
analysis | d ¢ | Threat to
availability
Replayin
Threat to YIS |
confidentiality
Repudiation |

Threat to integrity

Taxonomy of attacks with relation to security goals



Services and Techniques

= |TU-T defines some security services to achieve
security goals and prevent attacks.

= Two techniques are prevalent today: one is very
general (cryptography) and one is specific
(steganography).
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Confidentiality

= Confidentiality can be achieved using ciphers.

= Ciphers can be divided into two broad
categories: symmetric-key and asymmetric-key.

= A symmetric-key cipher uses the same key for
both encryption and decryption, and the key can
be used for bidirectional communication, which
is why it is called symmetric.
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Symmetric-Key Ciphers
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Plaintext—> a4 [b|c|d|e|f|g

Ciphertext—> A [B|C|[D|E|F|G|H|I|J|K|L|{M|N|O|P|Q|R|S|T|U|V
Value —»{00[01(02|03{04]05[06(07|08]09[10[11|12|13|14|15|16]|17|18[19(20|21|22|23|24|25
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Representation of plaintext and ciphertext characters inmodulo 26
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Example
==y

= Use the additive cipher with key = |5 to encrypt
the message “hello”.

Solution

We apply the encryption algorithm to the plaintext, character by character:

Plaintext: h — 07 Encryption: (07 + 15) mod 26 Ciphertext: 22 - W
Plaintext: e — 04 Encryption: (04 + 15) mod 26 Ciphertext: 19 - T
Plaintext: | — 11 Encryption: (11 + 15) mod 26 Ciphertext: 00 - A
Plaintext: | — 11 Encryption: (11 + 15) mod 26 Ciphertext: 00 - A
Plaintext: 0 — 14 Encryption: (14 + 15) mod 26 Ciphertext: 03 — D

The result is “WTAAD”. Note that the cipher is monoalphabetic because two instances of the
same plaintext character (/) are encrypted as the same character (A).
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Example
D a—

= Use the additive cipher with key = |5 to decrypt
the message “WTAAD”.

Solution
We apply the decryption algorithm to the plaintext character by character:

Ciphertext: W — 22 Decryption: (22 — 15) mod 26 Plaintext: 07 — h
Ciphertext: T — 19 Decryption: (19 — 15) mod 26 Plaintext: 04 — e
Ciphertext: A — 00 Decryption: (00 — 15) mod 26 Plaintext: 11 — 1
Ciphertext: A — 00 Decryption: (00 — 15) mod 26 Plaintext: 11 — 1
Ciphertext: D — 03 Decryption: (03 — 15) mod 26 Plaintext: 14 — o

The result 1s “hello”. Note that the operation is in modulo 26, which means that we need to add
26 to a negative result (for example —15 becomes 11).
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Example
D a—

An example key for a monoalphabetic substitution cipher

Plaintext —»| a

cr
O
o,
o
=
oQ
=
—_
b
=
=
o
o
Vo)
-
7]
—
c
<
<

Ciphertext —| N[O |A|T|R|B|E|C|F|U|(X|D|Q|G|Y|L|K(H|V|I|J|M]|P

" We can use the key in to encrypt the message

Plaintext: this message is easy to encrypt but hard to find the key
Ciphertext: ICFVQRVVNERFVRNVSIYRGAHSLIOJICNHTIYBFGTICRXRS
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n-bit plaintext

!

Encryption

n-bit ciphertext
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n-bit plaintext
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<«—— k-bit key ——>

Decryption

—_——

n-bit ciphertext

A modern block cipher
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Swap

Components of a modern block cipher

Transposition
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bo
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Plaintext

enemyattackstonightz

Write row by row
,

<

¢ n e m 'y
a t t a C
k S t 0 n
1 g h t z
E E M Y N
T A A C T
T K O N S
H I T Z G

Read column
by column |

ETTHEAKIMAOTYCNZNTSG
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Ciphertext

Transmission

Plaintext

enemyattackstonightz

A

Read row by row

e n e m vy
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1 g h t z
E E M Y N
T A A C T
T K O N S
H I T Z G
A
Write column
by column
ETTHEAKIMAOTYCNZNTSG
Ciphertext

Transposition cipher
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Asymmetric-Key Ciphers

ﬂ

Symmetric- and asymmetric-key ciphers will exist in parallel
and continue to serve the community.

We actually believe that they are complements of each

othe

r; the advantages of one can compensate for the

disadvantages of the other.

\Cﬁ })%“Ahce Bob +
<7 Bob’s o
i Bob’s <%
public key

private key

| The public key locks; the private key unlocks. |

It 4 >
K x ' Communication direction Ve ’
Encryption .
lgorithm Decrypuon
28 algorithm

Locking and unlocking in asymmetric-key cryptosystem
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Key calculation

A4 —
I
____L_L_L____(e_’f) _______ e_eth’q
To public n=p= 4
Select e and d

Private | (d)

|
|
|
|
*
fen g

C: Ciphertext

P—> C=P°modn I~—>0 F— P=C9modn P
Plaintext Encryption Decryption Plaintext

Encryption, decryption, and key generation in RSA
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Example

" Let Bob choose 7 and Il as p and q and calculate n =7 X
11 =77,¢(n)=(7—1)(IIl = 1),0r 60.

* |f he chooses e to be |3, then d is 37. Note that e X d mod
60 = 31. Now imagine that Alice wants to send the plaintext

5 to Bob.

= She uses the public exponent |3 to encrypt 5.This system is
not safe because p and q are small.

Plaintext: 5 Ciphertext: 26
C=5"% =26 mod 77 P=26"" = 5mod 77
Ciphertext: 26 Plaintext: 5
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Realistic Example

A

" We choose a 512-bit p and q, calculate n and ¢(n).

" We then choose e and calculate d. Finally, we show the

results of encryption and decryption.The integer p is a 159-
digit number.

p= 9613034531358350457419158128061542790930984559499621582258315087964

7940455056470638491257160180347503120986666064924201918087806674210
96063354219926661209
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Example(continued)

The integer ¢ 1s a 160-digit number.

q:

1206019195723144691827679420445089600155592505463703393606179832173
1482148483764659215389453209175225273226830107120695604602513887145
524969000359660045617

The modulus n = p X g. It has 309 digits.

1159350417396761496889250986461588752377145737545414477548552613761
4788540832635081727687881596832516846884930062548576411125016241455
2339182927162507656772727460097082714127730434960500556347274566628
0600999240371029914244722922157727985317270338393813346926841373276
22000966676671831831088373420823444370953

d(n) = (p — 1)(g — 1) has 309 digits.

d(n) =

1159350417396761496889250986461588752377145737545414477548552613761
4788540832635081727687881596832516846884930062548576411125016241455
2339182927162507656751054233608492916752034482627988117554787657013
9234444057169895817281960982263610754672118646121713591073586406140
08885170265377277264467341066243857664128




Example(continued)

Bob chooses ¢ = 35535 (the ideal 1s 65537). He then finds d.

e= 35535

d= 5800830286003776393609366128967791759466906208965096218042286611138
0593852822358731706286910030021710859044338402170729869087600611530
6202524959884448047568240966247081485817130463240644077704833134010
8509473852956450719367740611973265574242372176176746207763716420760
033708533328853214470885955136670294831

Alice wants to send the message “THIS IS A TEST”, which can be changed to a numeric
value using the 00—26 encoding scheme (26 is the space character).

P= | 1907081826081826002619041819
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Example(continued)

The ciphertext calculated by Alice is C = P¢, which is shown below.

C= 4753091236462268272063655506105451809423717960704917165232392430544
5296061319932856661784341835911415119741125200568297979457173603610
1278218847892741566090480023507190715277185914975188465888632101148
3541033616578984679683867637337657774656250792805211481418440481418
4430812773059004692874248559166462108656

Bob can recover the plaintext from the ciphertext using P = C¥, which is shown below.

P= 1907081826081826002619041819

The recovered plaintext is “THIS IS A TEST” after decoding.
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Other Aspects of Security

The cryptography systems that we have studied so far
provide confidentiality.

However, in modern communication, we need to take care
of other aspects of security, such as integrity, message and
entity authentication, nonrepudiation, and key management.



Message Integrity

" There are occasions where we may not even need secrecy
but instead must have integrity: the message should remain
unchanged.

" For example, Alice may write a will to distribute her estate
upon her death. The will does not need to be encrypted.

After her death, anyone can examine the will.

* The integrity of the will, however, needs to be preserved.
Alice does not want the contents of the will to be changed.
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Message digest

Alice

e

—h Insecure channel h
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Hash Hash
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.1 Same?
Digest  J)—> | Digest |——> Discard
Sent Channel immune to change Received
Keep
the message
Message and digest
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Message Authentication
*

= A digest can be used to check the integrity of a message -
that the message has not been changed.

* To ensure the integrity of the message and the data origin
authentication - that Alice, not somebody else, is the
originator of the message - we need to include a secret

shared by Alice and Bob (that Eve does not possess) in the
process.

" We need to create a message authentication code (MAC).
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MAC

M: Message
K: A shared secret key

MAC: Message authentication code

Same?tj

" [no] )
= » Discard

M + MAC -
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Insecure channel

[yes]

Keep
the message

Message authentication code




Digital Signature

A

= Another way to provide message integrity and message
authentication is a digital signature.

= A MAC uses a secret key to protect the digest; a digital
signature uses a pair of private-public keys.

M Alice’s '
l private key

M: Message
S: Signature

(M, S) |

Alice’s
public key T

jr_}‘ Verifying Ii
algorithm :
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Non-repudiation
e S e S

__________________

Public key of
trusted center

M: Message
S: Alice’s signature
St: Signature of trusted center

(M.Sp) | Tsiedeemer (M, Sp)
E Alice’s g{ Private key of E
t public key trusted center
[ Verifying Signing | |
—| algorithm algorithm | =

Using a trusted center for non-repudiation
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M: Message

S: Signature
Alice DrDigest i
Qe (verifier)
R N Alice’s
private key public key
y i ? (e, n)

The RSA signature on the message digest
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Entity Authentication
a

= Entity authentication is a technique designed to let one
party verify the identity of another party.

= An entity can be a person, a process, a client, or a server.
= The entity whose identity needs to be proven is called the

claimant; the party that tries to verify the identity of the
claimant is called the verifier.
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ay
Alice 8 ) Encrypted with Alice-Bob secret key Bob

(Clalmant) RB A nonce sent by Bob (Veriﬁer)

o Alice

Al |
< R o

o g :

Unidirectional, symmetric-key authentication
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Alice Bob
(claimant) &1 Encrypted with Alice’s public key (verifier)

R; A nonce sent by Bob

(1 Alice |
: g, o
(3 Ry I >

Unidirectional, asymmetric-key authentication
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Alice Bob
(claimant) (verifier)

Rz A nonce sent by Bob

(1; Alice I
< Ry I 2

Bob, | Sig (R, Bob)

© Signed with
Alice’s private key

Digital signature, unidirectional authentication
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Key Management

ﬂ

" We discussed symmetric-key and asymmetric-key
cryptography in the previous sections.

= However, we have not yet discussed how secret keys in

symmetric-key cryptography, and public keys in asymmetric-
key cryptography, are distributed and maintained.
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KA ?l Encrypted with Alice-KDC secret key Session key between Alice and Bob

KB C:\'i Encrypted with Bob-KDC secret key

e, Y
S
. il
I llile

o Alice, Bob I >
KA
KB %
Alice, Bob,
KB ?1
© '| Alice, Bob, ] | >

Creating a session key using KDC
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The values of
p and g are public.

O | K=-R,) modp

Shared secret key

K =g¢X¥ mod p

Diffie-Hellman method

K=(R,)Y modp




Example

= Let us give a trivial example to make the procedure clear.
Our example uses small numbers, but note that in a real
situation, the numbers are very large.

= Assume that g = 7 and p = 23.The steps are as follows:

|. Alice chooses x = 3 and calculates Rl = 73 mod 23 = 21I.
Bob chooses y = 6 and calculates R2 = 7° mod 23 = 4.

2. Alice sends the humber 21 to Bob.
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Example (continued)

3. Bob sends the number 4 to Alice.

4. Alice calculates the symmetric key K = 4° mod 23 = 18.
Bob calculates the symmetric key K = 21° mod 23 = 18.

Conclusion:

= The value of K is the same for both Alice and Bob;
g*Y mod p = 7'%mod 23 = I8.
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